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ABSTRACT:  

The mobile app authentication processes are faced with significant security challenges, primarily due to the focus of its 

authentication on user-centric verification methods. Hence, various attack mechanisms such as OTP interception, SIM swap, and 

SMS vulnerabilities among others underscore the urgent need for more robust security measures. However, the existing research 

highlights the limitations stemming from weaknesses of the transmission medium in the security chain and prompting the 

development of innovative approaches to minimize these vulnerabilities. Therefore, this research introduces a novel multi-factor 

authentication mechanism designed to mitigate the risks associated with conventional authentication methods. Thus, the system 

framework aims to enhance security at multiple layers, such as PIN authentication, device authentication and facial recognition 

authentication respectively. This research presents a comprehensive methodology for enhancing effective mobile app authentication 

through object-oriented analysis and design (OOAD) with Unified Modeling Language (UML), Leveraging tools such as Java 

programming language, Android Studio IDE, Google Cloud Fire store, and Android devices with camera features. Also, the research 

methodology comprises three modules: PIN factor design, device design, and facial image design. A successful completion of each 

module is a prerequisite to advancing to the next phase of design, ensuring systematic development and integration of authentication 

components. However, the system testing involving 200 users demonstrated the system's efficacy; with 89.5% of users successfully 

entering credentials below the expected time, 8.5% of users entered their credentials above the expected successfully and 2% of 

users entered their credentials at equal expected time, indicating efficient authentication performance. Similarly, the graphical 

representation of test data highlighted variations in timing across each batch module, which emphases the need for optimization and 

standardization to enhance user experience.  
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I. INTRODUCTION 

 

The ubiquity of mobile banking apps deployment in this digital era has hugely transformed the transactional services of the banking 

operations to unparalleled conveniences. [17].  Though digital transformation ushered in both unprecedented conveniences and 

avenues for exploiting vulnerabilities in the banking systems [10]. Also, its growth has continuously posed a serious challenge to 

both customers and service providers due to incessant fraudulent attacks. [5].  Hence, the Short Message Service (SMS) attacks 

targeted at mobile apps users are exploding due to various attack mechanisms, such as Man-in-the-middle (MITM), replay, 

eavesdropping attacks among others.  Similarly, the SMS-based authentication scheme is vulnerable since One –Time-Password 

(OTP) transmitted through SMS could be intercepted by the fraudsters to execute attacks. [6].  

However, taking preventive measures to avert unauthorized users of mobile apps from accessing the authentication processes for 

transactions are fundamentally the goal of establishing the authentication settings and approaches. [9].   Unfortunately, the existing 

mobile apps authentication processes are solely user-centered, which is vulnerable to attack mechanisms as users compromise their 

sensitive information. [12]. Also, other attack mechanisms include One-Time-Process(OTP) interception, SMS-based 

vulnerabilities, user impersonation among others. [7]. Furthermore, [11] concurred with other researchers to ascertain that SMS 

lacked built-in mechanism to authenticate text messages and concludes that there is no security measure protecting the text messages 

as its been transmitted as data.  
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Similarly, the existing authentication factors, protocols, and methods of transmitting sensitive information to the legitimate users 

are vulnerable to various attack mechanisms, [5]. Unfortunately, the user’s authentications are done through the user’s reg istered 

SIM, which could be impersonated by the illegitimate users on SIM swap or theft, [9]. Besides, the users authentication requires 

generating OTP on any request initiated and transmits to the users SIM through Short Message Service (SMS), [16]  

Obviously, SMS is one of the most accepted communication medium for mobile apps users, [17]. Unfortunately, it is vulnerable 

since the device where the SMS is transmitted could be stolen, or not at the possession of the legitimate user now the SMS is being 

delivered, [9]. Thus, all these attacks are not limited to human weakness, which include third-party involvement, compromise, 

transmission medium, rather it cuts across other attack mechanism such as Man-in-the-middle (MITM), replay, eavesdropping 

among others, [5] 

However, having seen the weaknesses of the existing system, which majorly attributes to the vulnerabilities of both SMS-based 

authentication and its transmission medium, necessitated the need for this research. Hence, this research aimed at enhancing the 

mobile app authentication processes, focusing on the user authentication and user’s device authentication. Therefore, a robust multi-

factor authentication mechanism was designed for effective attack mitigation. Thus, the authentication processes were focused on 

both the user on 1st and 3rd authentication levels, and user’s device on 2nd authentication level for secured communication.  

Additionally, the research leverages the user’s knowledge (K), possession (P), and Inheritance (I) factors respectively for the design 

of the multi-factor authentication mechanism. The KPI factors include personal identification number (PIN), device identities and 

facial image of the users.  Nonetheless, the prospective user registers the PIN, device identities and facial image captured. The data 

collected are stored at the backend and intending users initiating request are authenticated accordingly. On successful authentication, 

grants the user an access to perform a transaction, otherwise, declines when the authentication is unsuccessful. 

II. Literature Review 

Establishing customer satisfaction in the banking services requires diligent and efficient commitment, and a major key factor to 

survive in global banking industries demands a very high focus on the quality of service given to customers. [1]. Hence, a customer, 

who is satisfactorily impressed with the services of the banking systems, displays customer loyalty and this increases the global 

survival of the banking systems. [1]. Also, the growth and advancement of the banking systems are determined by the quality of 

services rendered to customers. [2]. However, technology has rapidly advanced the banking services, specifically on the customer’s 

seamless access to their accounts through internet access and mobile devices usage. [8]. Contrarily, the emergence of the 

technological innovations equally introduced lots of security challenges, such as security breaches, cyber-attacks, among others. 

Hence, this deters the customer satisfaction and the reputation of the banking system. [8].  

Thus, on the quest to maintain this customer satisfaction in the mobile app operational services has made other researchers think of 

various enhancement techniques for developing the authentication factors ranging from 1-2-3 and multi factor authentications, [3]. 

Unfortunately, the fraudsters have made the efforts of these researchers unfruitful by attacking the transmission medium, [15]. 

Nevertheless, irrespective of these security challenges, SMS-communication medium, remains a widely deployed communication 

technology [14]. Notably the customer’s mobile devices are used in authentication, as One-Time-Password (OTP) is transmitted to 

the customers through SMS [9]. Though, many researchers, including [14], ascertained that SMS-communication medium is unsafe 

since the text messages are not encrypted and attackers utilize the loophole identified to defraud banking customers, resulting to 

account drainage.  

Furthermore, SMS usage as a communication medium has been ascertained invalid to transmit sensitive information by many 

governmental bodies, such as National Institute of Standards and Technology (NIST) and National Cybersecurity Center (NCSC), 

in both United States and United Kingdom respectively [14]. Nonetheless, [13] noted in research titled “development and 

implementation using end-to-end encryption for SMS app’, that encrypting only the bank SMS messages would be enough to avert 

the security challenge. Although,[9], contrarily opined that SMS as a communication medium of the banking systems will 

consistently face the security challenge, since the sensitive information is being transmitted. However, other closely related works 

reviewed such as [4,9,5,13], revealed that mobile banking apps are faced with lots of security challenges due to poor authentication 

medium. 

III. Materials and methods 

a. Research materials 

Object oriented Analysis and design (OOAD), incorporating Unified Modeling Language (UML) was adopted in this research to 

aid the effective design communication of the research. Also, other tools used in this research are not limited to Java programming 

language, Android studio Integrated Development Environment (IDE) Google cloud Fire store, and Android devices with camera 

features. 
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b. Composition of the authentication factors and its processes. 

The user’s data regarding the PIN, device identity and facial image are collected at the registration phase and stored at the backend 

for subsequent authentication references. Hence, the first factor composition is Knowledge factor: the user was allowed to choose a 

maximum of 4 digit numbers ranging from (0-9) as Personal Identification Number (PIN) for the first authentication factor. Thus, 

the chosen PIN was registered with the system and as well used as a gateway access to the system on any request initiation. Hence, 

when a user initiates a request, the PIN authentication starts its processes and has maximum of two attempts of authentications. 

However, if both attempts fail on its authentications, the process declines, otherwise, if either of the authentication attempts is 

successful, it calls for user’s device authentication, which is done automatically.  

Similarly, as the user’s device authentication is processing, whether successful or unsuccessful, there must be a pop-up indicating 

the processing status. So, when the authentication is unsuccessful, the pop-up will be device not registered, while the pop-up on 

successful authentication instructs the user to position the face well for capturing. Lastly, when the user’s facial image is captured; 

it undergoes an authentication process and the successful authentication grants the user access to perform a transaction otherwise, 

declines the process if unsuccessfully done. 

c. Design Process 

The research design was captured on Figure 1. 

 

Figure 1: System design 

The research design as depicted on figure 1, is designed in three modules but prior to the first module design, is a requirement 

gathering, where the user’s data are collected and stored at the backend. Then at the first module design, the system design level 1, 

which is the PIN factor design, was carried out with its implementation to ascertain the design status. However, the successful design 

of the first module leads to the system design level 2, which is the device design, otherwise, its failure requires modification and re-

implementation, which must be recorded successfully before proceeding to the device design module. Also, the successful module 

design of the device, demands for the last module design of the facial image of the user. Therefore, at successful design of these 

modules requires integration to put them together and have a complete system design. The design process is captured on Figure 2.  
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Figure 2: Design process 

The design process of this research was done on four stages, which includes stage 1 - 4 respectively. The stage 1 was the registration 

where the user’s PIN, and facial image were captured on step 1, while step 2 generated the  user’s token UTK and step 3 captured 

the device identities and generated the device token DTK . However, the stage 2 was the user login and authentication processes, 

where the three authentication factors must be successfully authenticated before secret key (SK) will be generated for onward 

transmission to complete the transaction. Hence, stage 4 gives the user update, which requires both user’s identity and device update.  

 

Figure 3: Use case diagram of the system 
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Figure 3 provides a graphical depiction of how a user interacts with the system. Thus, the user participates actively in both the first 

and third authentications, while the second authentication of the device is done on the background.  However, a PIN is used for the 

first user authentication, and a facial image is used for the third. As a result, the user's PIN authentication is verified when they log 

in. After a successful authentication, the device's IMEI number of the initiator is verified, and finally, the user's face image is verified 

before access is granted to that user. Though the user’s first and third authentication has maximum of two attempts and device 

authentication is only done once. Consequently, a failure of each factor authentication declines the process.  

3.4 System Scheme  

Table 1: Parameters of the system’s authentication scheme 

Symbols for the parameters Definitions of the symbols 

Α “Registered PIN” 

Λ “Inputted PIN” 

Β “Registered Facial Image” 

Փ “Captured Facial Image” 

∞ “ Backend/Registered IMEI number” 

ẟ “Device Auth.” 

Authentication scheme 

 

Authentication Logic Table  - AND GATE 

In Table 2, 0 represents failed authentication while 1 represents successful authentication. Transactions can only happen if the three 

authentication layers are successful, hence we have result output authentication of 1. It is an AND table and only produces a positive 

result when all conditions are fulfilled. 

Table 2 : Authentication Logic Table  - AND GATE 

PIN DEVICE FACIAL RESULT 

0 0 0 0 

0 0 1 0 

0 1 0 0 

0 1 1 0 

1 0 0 0 

1 0 1 0 

1 1 0 0 

1 1 1 1 

1 1 1 1 
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3.5: Research design 

 

Figure 4: System Architecture 

The design of the system as captured on Figure 4 shows where a prospective user approaches the Admin for registration, while 

presenting correct credentials.  Hence, the admin registers the user’s PIN, device IMEI number and captures the facial image of 

such user. All these data when collected are stored at the backend. When the user wishes to initiate a request, he logs into the system 

with the PIN, which is authenticated to ascertain the legitimacy of the user’s claim. Thus, the authentication of the PIN has a 

maximum of two attempts, and if either of the attempts is successful, calls for user’s device authentication, otherwise, the process 

declines at the failure of the two attempts. Similarly, the successful authentication of the device, which is automatically done once, 

leads to the user’s face authentication. Though the process declines at each specified failure of the authentication process and 

performs a transaction at the successful authentication of the three processes.  

IV.  Results 

Stratified sampling technique was adopted for testing the new system. Perhaps, only 200 users were selected and grouped into 

subgroups of 20users in a batch, given a total of 10 batches. Though the user’s age, gender, educational level and knowledge of 

information technology were strictly considered. Also, the testing focused on the users’ pace on PIN entering, adherence of users to 

instructions, device authentication speed and system’s processing speed. Thus, the expected time allotted to each user for entering 

the credentials successfully was 20 seconds, which was an aggregate time generated from pre-testing of the system. Hence, the test 

scores as obtained were recorded as above, below, and equal expected time respectively. 

However, the summary of the unit testing is given on Table 2. Each batch module specifies the total number of users that successfully 

entered their credentials below the expected time, above or equal expected time as the case may be. The result obtained showed that 

179 users of 89.5% were able to enter their credentials successfully below the expected time, irrespective of the users’ knowledge 

of information technology. Similarly, other results obtained showed 17 users of 8.5% and 04 users of 2% entered their credentials 

successfully at above and equal expected time respectively. Also, the test score obtained on the test of user’s device speed for 
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authentication and processing speed equally showed a very high speed on both the authentication and processing speed. Though 

network challenge posed a severe drawback to maintain consistency on the systems’ performance. 

Nonetheless, the percentage ratio of the test scores as captured on Table 2 is calculated as follows: 

N = 200, (total number of test users). Below expected time (BET) = 179 ( total number of users below the expected time). 

Thus,                                                                               (BET /N) X 100         (i) 

= (179/200) X 100 

= 89.5% 

Furthermore, 17 users as seen on the same Table, successfully entered their credentials above the expected time (AET). Thus, figuring 

out the given number's percentage ratio yields the following result: 

N = 200, (total number of test users).  AET = 17 (number of users above the expected time). 

Therefore,                                                                 (AET /N) X 100       (ii) 

= (17/200) X 100 

= 8.5% 

Finally, only nine (04) users were able to successfully enter their login information at the scheduled equal-expected time (EET). As 

a result, the following is the stated number's percentage ratio: 

N = 200, which is the total number of test users. EET  = 04 

This gives us                                                                  (EET/N) X 100       (iii) 

= (04/200) X 100 

= 2% 

Table 3: Summary of the unit testing 

Batch Module Test 

Below Expected Time   

(BET ) Above Expected Time (AET) Equal  with  Expected Time (EET) 

        1st   batch module 18 2 0 

      2nd    batch module 19 1 1 

       3rd    batch module 16 4 0 

        4th   batch module 19 1 0 

       5th    batch module 19 1 0 

      6th     batch module 17 3 0 

      7th     batch module 18 2 1 

      8th     batch module 19 1 2 

      9th     batch module 20 0 0 

      10th   batch module 18 2 0 

Total 179 17 04 

Also, the graphical representation of Table 3 is given in Figure 2. 

The test data elements were depicted on the graphical representation on figure 2. Thus, the graphical bar charts showed the test data 

as captured below the expected time, above expected time, and equal expected time respectively. Hence, the 9 th batch module 

recorded 100% from the inputs of all the users that entered their credentials successfully.  On the other, 3 rd batch module recorded 

the least with 80% from 16 users that entered their credentials successfully. Similarly, it is only the 9 th batch module that recorded 

“0” input on above expected time, whereas other batch modules had their inputs recorded. Also, only batch modules 2nd, 7th, and 8th 
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had their inputs recorded at equal expected time, while other batch modules, such as 1st, 3rd - 6th and 9th – 10th had zero inputs at 

equal expected time. 

 

 

Figure 5: Graphical representation of unit test summary 

V.  Conclusion 

The user authentication at all levels of the authentication processes in this research invariably averts the illegitimate attempts to 

execute attacks. Obviously, it is practically impossible for the fraudsters to bypass all these authentication processes demonstrated 

in this research, even with user compromise. Similarly, legitimate users on the other hand, can longer compromise their sensitive 

information since the 3rd authentication factor involves the user’s live facial image for capturing and authentication. Therefore, user 

compromise, impersonation, eavesdropping, phone theft, among others are totally minimized by the authentication processes of this 

research. The research recommends a further research on biometric security to avert spoofing attacks on the user’s images. 
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