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ABSTRACT-.

Negligent Insider Threat (NIT) is a type of cyberattack originating from an individual who works for an organization or has
authorized access to its networks or systems. It is a type of insider threat that could be perceived as the easiest launched threat in
the internet as the perpetrator seen as formal employee or a fired employee firing back using their authorized access to an
organization’s data and resources to harm the company’s equipment, information, networks, and systems This research paper
addresses the Negligent Insiders’ Threat (NIT) where employee in an organization unintentionally fall prey to scammers by leaking
organization’s sensitive information to the public domain. The study deploys a Zero Trust Architecture Model (ZTAM) that
advocates for the principle of “Never Trust, Always Verify {NTAV}.” This model requires that for every access attempt, whether
from inside or outside, the network must be thoroughly verified and continuously monitored by organization’s System Analyst by
exhibiting different interrogative agreed layout questions within the organization, where each PC is assigned to different employees
(Emp) through an Information Control Unit (ICU). The ICU monitors all entrance such as “Source and Destination of the
information as well as User behaviour within the system, which will assist in directing the user to it destination if correctly answered,
it will assist in restricting most redirected information and intentionally exposing organization’s information to the public domain
and when not trusted be quickly disconnected by the stationed analyst.
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INTRODUCTION

Insider threat is a cybersecurity risk which originates within an organization, posed by some individuals: a current or former
employee, consultant, board member, or business partner and could be intentional, unintentional, or malicious. who has authorized
access into organization’s data or information and deem it fit to misuse privileges given to them by stealing data and compromising
sensitive information [4]. These Individuals are capable of causing data and financial losses, or operational disruptions [2]. Insider’s
cyber threat now accounts for roughly 60% of all data breaches in most organizations, with over half resulting from employee error
in dealing with sensitive documents [5]. The threat has always been in forefront, often serving as one of the entry points for malicious
activities, which leads to greater disruptions and losses [6]. These threats can be intentional, unintentional, or the result of
compromised accounts. Its motivations by the perpetrators range from financial gain and system disruptions [7]. This type of Threat
has created a significant challenge to modern cybersecurity activities, as they emanate from individuals within an organization who
have access to critical systems and data [1]. Organization’s data is identified as the most crucial intellectual property, and any
compromise could cripple the entire operation, leading to long-lasting reputational damage and risks associated with the law of
breaching confidential organization’s data [3]. Insider’s threats are categorized into Malicious, Negligent, and Compromised (Figure

).
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Figure 1: Illustrating Various Types of Insider’s Threats

The malicious insiders’ threat intentionally misuse their access for personal gain, revenge, or other harmful reasons. Negligent
insiders’ threat cause harm unintentionally through carelessness, errors, or ignorance of security policies, such as falling for phishing
scam. Compromised insiders’ threat are individuals whose accounts or access have been hijacked by an external
attacker. Consequently, mitigating this type of threat requires a combination of technological solutions and human-oriented
strategies, such as behavioral analytics pattern and concentrated Cybersecurity training practices. This research paper addresses the
Negligent Insiders’ Threat (NIT) where employee in an organization unintentionally fall prey to scammers by leaking organization’s
sensitive information to the public domain. The study deploys a Zero Trust Architecture Model (ZTAM) that advocates for the
principle of “Never Trust, Always Verify {NTAV}.” This model requires that for every access attempt, whether from inside or
outside, the network must be thoroughly verified and continuously monitored by organization’s System Analyst by exhibiting
different interrogation agreed layout questions within the organization.
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Figure 2: Information Control Unit (ICU)

The diagram in figure 2 demonstrates how each PC is assigned to different employees (Emp). It exhibits that every access and
communication linked to the organization will be solely managed by a System Analyst. The ICU monitors all communications as
well as User behaviour within the system. The model suggested that by close monitoring practices in the organization by the system
analyst through a structured interrogative section with a particular PC, before access is granted to such PC (Emp), will go a long
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way in addressing some kind of negligence put up by most employee of any reputable organization and maintain direction to every
entrance into system.
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Figure 3: User Interface of the Developed System

Figure 3 shows the interactive section between organization’s System Analyst and each employee (Emp) of a system This illustrates
that before any transaction is made within the organization, access must be granted to monitor all entrance such as “Source and
Destination of the information” by simple interrogation section between the system analyst and the concern PC which will assist in
directing the user to it destination if correctly answered.
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Figure 4: Security Question Verification

This section handles the question verification section where a correct answer to a question is inputted as the System Analyst monitors
the technicality of every answer given for onward accessing and processing among concerned PCs (Figure 4). These will go a long
way in restricting most redirected information and intentionally exposing organization’s information to the public domain. By the
verification of each entrance from Emp of each PC from a user, a highlight of the Source/Destination of such information will
definitely be made and when not trusted be quickly disconnected by the stationed analyst.

Conclusion

This model was designed to improve security in medium scale enterprise. It provided an insight into the different types of insider’s
threat, understanding the various types of insider’s threat and the unique features, attributes and importance of building a secured
model architecture capable of defending and protecting users’ systems and networks from insider’s threat invasion. However, it is
worth mentioning that this paper is not in itself exhaustive, rather it is meant to provide valuable background information on this
type of threat. However, the study was limited by the testing scope, which occurred in controlled environments, and the time
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constraints that restricted broader refinement. Despite these challenges, the research has laid a solid foundation for future
advancements, showcasing the feasibility and importance of integrating innovative technologies to tackle evolving threats.
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